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Introduction
This document describes integration with Workplace by Facebook as the service provider.

For information on configuring Facebook for SAML SSO, refer to the following articles.

https://www.facebook.com/help/work/1645025008878272?helpref=hc_fnav

https://developers.facebook.com/docs/workplace/authentication/sso

Workplace URL

Log into Facebook Workplace as an administrator.

https://workplace.facebook.com/

Select Admin Panel > Settings.
Ensure the Workplace URL setting is turned off.
This is a requirement to configure SAML SSO in Facebook.

Once successfully configured, this setting may be turned back on.

S| @ Admin Parel X [+ v B
« O ® A  hips/workplace.facebook com/work/admin/?section=settings oo L2
@ {(13} Settings

f:,\ Company Settings Profile Fields Verified Email Domains

Workplace URL

Switch your Workplace URL to my.workplace.com. People in your company who visit workplace.facebook.com will be redirected to this new address,
Learn More

S
)
Company Name
ComponentSpace
Company Logo Update Logo
. . Use an image 495 x 234 pixels or larger.
2
- -
Terms of use
If you leave this blank we'll show the Workplace Privacy, Acceptable Use, and Cookies policies.
Enterprise Agreement Accepted Workplace Enterprise Agreement
P
&)
@ Workplace Tier Your business uses Workplace Premium. Learn More
Or switch to the free Standard plan Chats ~

If attempting to configure SAML SSO in Facebook without turning off this setting, the SSO test
will fail and the SAML configuration can’t be saved.

Account Configuration

For SP-initiated SSO, ensure the user’s account details specify to login with SSO rather than
using a password.


https://www.facebook.com/help/work/1645025008878272?helpref=hc_fnav
https://developers.facebook.com/docs/workplace/authentication/sso
https://workplace.facebook.com/
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B El @ Admin Panel x l+ ~

<« > 0 W & | https://workplace.facebook.com/work/admin/Zsection=employees_manager&filters[accountStatus] [operator] =enumSetls&filters + = 1 e

Edit Details

Name John Doe
Email address ~ johndoe@componentsp:

Phone  +61 w

Department
Job Title
Division
Organization
Location
Manager | Name or Email Address
Start Date mm/ddlyyyy  [E

Log in With: =SSO ¢

Cancel Save Changes

Single Sign-On Settings

Select the Authentication tab under Admin Panel > Security.

B a @ Admin Panel

« = O @ B | https://workplace.facebook.com/work/admin/security_center/authentication +r = 4 =

@ ° Security
(8

D d Log Authenticati
O
Authentication
S
Login This lets you decide how everyone in your organization logs in. If you select both, you'll be able to choose how each person logs in individually. Learn

More
Allow people to log in with:
+ Password

Single-Sign On (S50)

Chats ~
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Enable SAML SSO and specify the identity provider’s configuration.

The SAML URL is the SSO service that receives the SAML authn request as part of SP-initiated
SSO.

For example:

https://www.componentspace.com/saml/core/idp/saml/singlesignonservice

Note that a test URL such as https://localhost:44313/SAML/SingleSignOnService cannot be
specified as Facebook says it’s invalid.

The SAML issuer URI is the name of the identity provider.
For example:

https://ExampleldentityProvider

The certificate is the identity provider certificate used to verify signatures.

For example:

idp.cer

& | Admin Panel 32 l+ ~ ia o
& - O m & | https://workplace facebook.com/wark/admin/security_center/authentication e = 4 =
@ @ Security
)

Dashboard Log Authentication

O

L/
Authentication
S
)
Login 1s bgs in individually. Learn
More
Allow people to log in with:
+ Password
+ Single-Sign On (S50)
Default for new users: Password s @
SAML Authentication Reauthenticate desktop users after.  Never =
Reauthenticate mobile users after:  Never +
Force Reauthentication Now
SAML URL https://www.companentspace.com f dp/sarr onservice

SAML Issuer URI https://ExampleldentityProvider

8
o

Chats



https://www.componentspace.com/saml/core/idp/saml/singlesignonservice
https://localhost:44313/SAML/SingleSignOnService
https://exampleidentityprovider/
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B 'E‘ Admin Panel X [-AI- v = o X
& > O 0 & https://workplace.facebook.com/work/admin/security_center/authentication b d = 7 -
® @ Security
B SAML Issuer URI htps:/ExampleldentityProvider °
E/j SAML Logout Redirect Enable SAML Logout Redirection @
S
SAML certificate | __ BEGIN CERTIFICATE— ®
MIIDATCCAemgAWIBAgIQAPDY/il1jbhDMT]5VYya+ TANBgkqhKIGOWOBAQSFADAW
MRQWEQYDVQQDEWt3d MNVbTAEFWO; ODIWNTJaFWO0OTEyMZEX

NDAwMDBaMBYxFDASBGNVBAMTC3d3dy5pZHAuY 29tMIIBIJANBgkghkiGOWOBAQEF
AAOCAQBAMIIBCGKCAQEAIOXJRLDIchSyqUABXG4BgxObQMYLAKENIMJOSAEPI1XM
abUiq1X4vOFc8ZaCpUES(F QUUEOWVUNSUF JKCKVHX
H304Uen7vA20NQWI4bK96SpXADPZKFVpk4D7btKOgU/NamjiqwHI4fIBKF JKWKBJ
CchRPUQACAIRRMGIrSnpY +25/d3KGXwbe9Z2MGGy2hyAOtgOWuchIK+1vAKKBUh
9NDEXIr80+xW680WSTqHyDCcqbWvQsXXhHOYZLINKNSE/IojHPsBy7Hf36CkOHSP
w+1PPUBNZBF S25ZkC8K2rS6vuZXc/mYmheMQsqqQIDAQABoOswS TBHBGNVHQEE
QDA+gBD4dYAMCPEMGAsxZrcniSvioRgwFJEUMBIGA1UEAXMLA3A3LmIkcCS5jb22C
EHTW6/4iNY24QzE4+VWMmvkwDQYJKoZIhveNAQELBQADGGEBABhak2aR84MCdyXO
4AKOQuZybsCMdhRq2i1i0WhD4/xe7Ry5haC6TeXIp8Q4cC3MzsrDal74xHI714BW

The certificate is valid for 31 years

SAML configuration
Audience URL
https://www.facebook.com/company/536311270106926
Recipient URL

https://workplace.facebook.com/work/saml.php

N
G/ ACS (Assertion Consumer Service) URL
€ Do .
@ https:/workplace.facebook.com/work/saml.php S

Note the Facebook SAML configuration. This is used to configure the identity provider.

Test SSO

A successful SSO test must be completed before the settings can be saved.
Once the identity provider is configured, click the Test SSO button.
Login at the identity provider.

You must login with the same email address used to log into the Facebook Workplace as an
administrator.

For example, if you logged into Facebook Workplace as admin@componentspace.com, ensure
you log into the identity provider with the same email address.

If you don’t, Facebook will display an error message.


mailto:admin@componentspace.com
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[F E‘ T Login atthe Identity Pr X | + v — O X

&< - O m @ https://www.componentspace.co w5 = 7. =

Log in at the Identity Provider

Use a local account to log in.

Email

admin@componentspace.com

Password

0000 OOGS
[] Remember me?
Login

Forgot your password?

Register as a new user

Use another service to log in.

There are no external authentication services configured. See this article for details on setting
up this ASP.NET application to support logging in via external services. y

Confirm that SSO completed successfully.
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Set up Your Workplace Account - Microsoft Edge — O

G https://workplace.facebook.com/work/saml.php

@

« 880 Authenticated

Your SSO is working properly. Please save your changes.

Close Window

Now an SSO test has completed successfully, save the changes.

Identity Provider Configuration

The following partner service provider configuration is included in the example identity
provider’s SAML configuration.

"Name": "https://www.facebook.com/company/536311270106926",

"Description": "Workplace by Facebook",

"SignAssertion": true,

"AssertionConsumerServiceUrl": "https://workplace.facebook.com/work/saml.php"

This information was copied from the Facebook SAML configuration settings.

Ensure the ParthnerName specifies the correct partner service provider.

"PartnerName": "https://www.facebook.com/company/536311270106926"
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SP-Initiated SSO

Browse to Facebook Workplace.
For example:

https://workplace.facebook.com/

Enter your business email address and click Continue.

B a @ Workplace sign-up/sign X

&« > 0O @ £ https://work facebook.com/ ¥ = 71 e

(Workplace by facebook

Where teams connect to get work done

Business email address or Workplace username

johndoe@componentspace.com

Continue

OR
Create account with your access code §)

Unlimited tools for you and your team to work together,
wherever you are.

&
ETY_“

Log in at the example identity provider.



https://workplace.facebook.com/

B ‘5] 3 Log in at the Identity Pr X |+ v
&

O @
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Log in at the Identity Provider

Use a local account to log in. Use another service to log in.
Email
johndoe@componentspace.com

Password

external services.
ececssee

[] Remember me?

Log in

Forgot your password?

Register as a new user

www.componentspace.com

@ https://www.componentspace.com/saml/core/idp/Identity/Account/Login?ReturnUrl=%2FSamlI%2FSingleSignOnServiceCompleti

There are no external authentication services configured. See this article
for details on setting up this ASP.NET application to support logging in via

John Doe

ComponentSpace
@ Timeline Chat About More =

# Create post BN Live video

[ Add Photonvi

&) Add Activity
Q’

[E create note

ur mind
I
&

Use chat for quick conversations
@ Add Location

il ComponentSpace ¥

You and your team can have discussions in real time
using Workplace Chat.

|dP-Initiated SSO

Chats

The user is automatically logged in at the service provider.
s tE' John Doe X [+ ~ [m] hes
& O & A | https://workplace.facebook.com/profile. php?id=100035689725751 * = 1L e

Browse to the example identity provider and login.
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Click the SSO to the Service Provider button.

tEIJﬁ Home page - Example | X |+ ~ e o x
&« > O oy B https://www. componentspace.com/saml/core/idp/ ﬂf ‘rAE ﬂu e

Example |dentity Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable
SAML single sign-on as the identity provider.

SSO to the Service Provider

www.componentspace.com

The user is automatically logged in at the service provider.

5 E'JuhnDoe XI+ ~ iy o x
<« = 0O o & | https://workplace facebook.com/profile.php?id=10003568 W v L e
0
M)
L
John Doe
ComponentSpace
@ Timeline Chat About More =
# Create post Bl Livevideo [ Create note
o What's on your mind Use chat for quick conversations
You and your team can have discussions in real time
using Workplace Chat.
B Add Photorvi... %) Add Activity o Add Location
=y
2/ Try It Now
il ComponentSpace ¥
@
1
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SAML Logout

Facebook doesn’t support SAML logout.

You can configure a SAML logout redirect URL and Facebook should redirect to this URL when a
user logs out from Facebook.

However, this is not using the SAML logout protocol.

Eeeme EE T e

&« > 0O & | https://workplace.facebook.com/work/admin/security_center/authentication ¥ = 4L e

@ ° Security

Force Reauthentication Now

o ©

SAML URL https://www.componentspace.col idp/ i ignonservice (-]
P
” SAML Issuer URI https://ExampleldentityProvider e
SAML Logout Redirect ~ Enable SAML Logout Redirection @

https:/iwww.cc oner

SAML certificate ——BEGIN GERTIFICATE——- ~
MIDATCCAmgAWIBAGIQAP DI jBhOMTISVYya+ TANBGKqhKIGOWOBAQSFADAW
MRQWEGYDVQQDEWI3d3cuaWRWLMNVETACFWOXMZExMIwODIWNTJaF w000 TEyMzEx

@ NDAWMDBaMBYxFDASBGNVBAMTC3d3dySpZHAUY 29tMIIB qhkiGIWDBAQEF
AAOCAQBAMIIBCGKCAQEAIOXJRLDIGHSyqUABXGABgrObQMYLAKENIMJOSAEDITxM
abUiq1X4vOFcEZACPUESTF GENMEWGBINQUUEDWEVUhSJPMSUKONSaIbJKCKYHX
H304Uen7vAZoNQWI4bKIBSpXADpZKFYpk4DTbIKOgUNamjiqwHITIEKF JKWKE.
chRPUQJC4IjRRMGIrSnpY +H25/d3KGXwbe9Z2ZMGGyZhyAOtgOWuchlK+1vAKKBUR
GnDEXIr80+xWB80wSTqHyDeqbWvQs XXhHOyZLAINKNS6/lojHPsBy 736 CkOH5P
w+1PPUBNZBF 5252k CAKzrS6vUZX/ImYmheMQsqqQIDAQABODSWS TBHEGNVHQEE
QDA+gBD4dYAMCPEMGASXZIeniBvIoRgWFEUMBIGATUEAXMLA3d3LmIKcCSb22C
EHTwE/4INY24QzE4+VWMmvkwD QY JKoZIhwcNAQELBQADggEBABhak2aR84MCdyXO
4AKOQvZybsCMdhRq2i1i0WhD4/xe7 RyShaC6TeXIp8Q4cC3MzsrDal74xHIT 14BW ~

The certificate is valid for 31 years

@ SAML configuration
Audience URL .

m https://www.facebook.com/company/536311270106926
Reciplent URL Chats ~ B
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